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Abstract. We develop a way of analyzing the behavior of systems modeled us-
ing Discrete Time Markov Chains (DTMC). Specifically, we define iLTL, an LTL
with linear inequalities on the pmf vectors as atomic propositions. iLTL allows us
to express not only properties such as the expected number of jobs or the expected
energy consumption of a protocol during a time interval, but also inequalities over
such values. We present an algorithm for model checking properties of DTMCs
expressed in iLTL. Our model checker differs from existing probabilistic ones in
that the latter do not check properties of the transitions on the probability mass
function (pmf) itself. Thus, iLTLChecker can check, given an interval estimate
of current pmf, whether future pmfs will always satisfy a specification. We be-
lieve such properties often arise in distributed systems and networks and may,
in particular, be useful in specifying requirements for routing or load balancing
protocols. Our algorithm has been implemented in a tool called iLTLChecker and
we illustrate the use of the tool by means of some examples.

1 Introduction

Many aspects of the behavior of distributed and embedded systems are stochastic and
memoryless in nature; Markov chains provide a good model to analyze such behavior.
In particular, queueing systems and network protocols are often analyzed using Markov
chains [14, 4]. We develop a simple and efficient algorithm for model checking the
behavior of such systems. An advantage of using Markov chains is that one can directly
obtain the model from a system by estimating the probability mass functions (pmf) over
time. For example, in a sensor network, we can obtain a sequence of pmfs of sensor
states by taking successive snapshots.

We are interested in the temporal behavior of a system that can be expressed by lin-
ear inequalities over the pmfs. For example, such inequalities may be used to compose
the expected queue length of a queueing system or the expected energy consumption of
a network protocol. We define a Linear Temporal Logic, iLTL, which expresses prop-
erties of a Markov chain; the atomic propositions of iLTL include linear inequalities
over pmfs. We develop a method for model checking formulae in this logic given the
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Markov chain representation of a system and implement the method in a tool called
iLTLChecker.

iLTLChecker may also be used as a run-time safety checker. For example, by an-
alyzing a snapshot, we can get an interval estimate of the probability distribution of
current states. Since such an interval estimate may be expressed as a set of linear in-
equalities about the pmf, we can check with certain confidence level whether some
(possibly future) safety property may be violated.

A number of useful probabilistic logics and associated model checkers have been
developed based on logics. In particular, model checking logics pCTL and pCTL* are
probabilistic extensions of the Computation Tree Logic (CTL). They express quanti-
tative bounds on the probabilities of correct behavior [1]. Continuous-time Stochastic
Logic (CSL) is a logic for Continuous Time Markov Chains (CTMC) which has an
operator to reason about the steady-state probabilities of a system [13].

PRISM is a tool that can model check DTMC, CTMC and Markov Decision Pro-
cesses for specifications written in pCTL or CSL [16]. Alfaro introduces nondetermin-
ism, or strategy, in pCTL and pCTL* [2]. A strategy is expressed as a conditional prob-
ability and his model checker checks the worst case and the best case probabilities.
Recently, Andova et al. [19] extended pCTL to model check a Markov reward model.
With their logic, we can specify such characteristics as the expected value. An LTL
model checker for Markov chains has been developed by Vardi which checks whether
the probability measure of the paths that do not satisfy a specification is zero [17]. How-
ever, all the above model checkers use logics that cannot express dynamic behaviors of
Markov processes: using these logics, one cannot compare one probability directly with
another probability. For example, in pCTL we can express the property “The probabil-
ity that a process p will eventually terminate is larger than 0.9.” Similarly, in CSL we
can express “The probability that in the long run the queue will be full is 0.5” [16].
But in neither logic can we express the property “Eventually the probability of p in a
busy state will be at least 10% larger than the probability of p in a terminating state.”
Although extended logic in Andova et al. [19] can express these properties through a
Markov reward model, it cannot express the reward in terms of a current pmf. In partic-
ular, it cannot model check a property such as ”Given an interval estimate of the current
pmf, the energy consumption of the network will be within [30 mW, 50 mW].” Such
properties are often of interest in practical systems.

The essential idea behind our approach is quite simple. Inequalities combined by
logical connectives are expressive enough to specify a finite union or complement of
polytopes in the pmf space. Using temporal operators, we can also specify the time in
which the sequence pmf’s of a Markov chain should remain in a given polytope. Since
the pmf sequence of a Markov chain is a function of the initial pmf, model checking is
about determining whether there is an initial pmf that may violate the specification. In
our model checking algorithm, we find the monotonic bounding functions that bound
the left-hand side of inequalities. Together with the boundedness of the initial pmf, these
bounding functions make the model checking a finite procedure. The model checking
is done by feasibility checking for the sets of inequalities.



2 The Discrete Time Markov Chain Model

A Markov process is a stochastic process whose past has no influence on the future if its
present is specified and a Markov chain is a Markov process having a countable number
of states [5]. In this paper we represent a Discrete Time Markov Chain (DTMC) X as a
tuple (S ,M) where S is a finite set of states S = {s1, s2, . . . sn} that X can take and M is
a Markov transition matrix that governs the transitions of X’s probability mass function
(pmf). We also use a column vector x(t) = [x1(t), x2(t), . . . , xn(t)]T to represent the pmf
of X at time t such that xi(t) = P{X(t) = si}. Thus,

x(t + 1) =M · x(t).

Since M is a Markov matrix, the sum of each column is one. This guarantees that
M has an eigenvalue λ1 = 1 [11]. We consider only the Markov matrices which are
diagonalizable, and their eigenvalues λi have absolute values strictly less than 1 except
λ1 = 1 (|λi| < 1 for i ∈ [2, n]). Since all the eigenvalues other than λ1 have absolute
values less than 1, regardless of the initial pmf x(0), there is a unique final pmf x(∞)
which is a multiple of the eigenvector ζ1 = [ζ1

1 , ζ
1
2 , . . . , ζ

1
n ]T corresponding to the eigen-

value λ1. That is, M · ζ1 = 1 · ζ1 and x(∞) = ζ1/
∑n

i=1 ζ
1
i [11]. The constraint about the

eigenvalues is a necessary and sufficient condition for the existence of a unique steady
state pmf of X. Note that an ergodic Markov chain satisfies this eigenvalue constraint
and the irreducibility and aperiodicity are the necessary and sufficient conditions for the
ergodicity of X since |S | is finite [15]. This condition is generally true in practical sys-
tems [14]. The diagonalizability constraint can be easily enforced even if the original
Markov matrix is not diagonalizable by adding and subtracting small random numbers
from its elements [11]. Observe that such very small perturbation to the probability
values do not change the behavior significantly.

A Markov process is a deterministic system in the sense that once the initial pmf
x(0) is given, the rest of the transitions x(t), t ≥ 1 are uniquely determined by the
Markov matrix M: x(t) =Mt · x(0).

3 Specification Logic

Because we are interested in the temporal behavior of the pmf, the specification logic
should be able to express properties of the transitions of the pmf. The sort of properties
we are interested in compare a probability that a DTMC will be a particular state with
a constant or with another such probability possibly at a different time. We use linear
inequalities about the pmf vectors as atomic propositions of our specification logic.

3.1 Syntax

We use LTL as the specification logic where the atomic propositions of the LTL are
linear inequalities about the pmf x(t). The syntax of the specification logic is:

ψ ::= T | F | ineq |
¬ψ | ψ ∨ φ | ψ ∧ φ |

X ψ | ψ U φ | ψ R φ

ineq ::=
∑n

i=1 ai · P{X = si} < b,



where X = ({s1, . . . , sn},M), ai ∈ � and b ∈ �. As usual, →, � and ^ are defined as
follows:

ψ→ φ ≡ ¬ψ ∨ φ,

�ψ ≡ F R ψ,
^ψ ≡ T U ψ.

Observe that the comparison between two probabilities at different times can be ex-
pressed by the linear inequalities of the form ineq. For example, given the DTMC
X = ({s1, . . . , sn},M), the probability that X is in state si at time t + k is given by

P{X(t + k) = si} = xi(t + k) =Mk
i · x(t),

where Mk
i is the ith row of Mk and x(t) is the pmf at time t.

Predicates about a Markov reward process [10] can also be expressed by linear
inequalities. We consider only a constant reward function ρ : S → � for each state. A
performance metric is an accumulated reward over time. A predicate about an expected
accumulated reward can be expressed as follows:

∑T
k=0
∑

si∈S ρ(si) · P{X(t + k) = si} = r ·
(

∑T
k=0 Mk

)

· x(t)

= r · S ·
(

∑T
k=0 Λ

k
)

· S−1 · x(t)

where ρ(si) is a reward function associated with a state si, r is a row vector [ρ(s1), . . . , ρ(sn)],
M = S ·Λ · S−1 with Λ a diagonal matrix of eigenvalues of M and the T on the summa-
tion is an upper bound of the accumulation interval. It can be ∞ if the reward vector r
is orthogonal to the steady state pmf vector.

3.2 Semantics

A ternary satisfaction relation |= over tuples consisting of a Markov matrix, an initial
pmf vector and an LTL formula is recursively defined as:

M, x |= T
M, x 6|= F
M, x |= Σai · P{X = si} < b iff Σai · xi < b
M, x |= ¬φ iff M, x 6|= φ
M, x |= φ ∨ ψ iff M, x |= φ or M, x |= ψ
M, x |= φ ∧ ψ iff M, x |= φ and M, x |= ψ
M, x |= X φ iff M,M · x |= φ
M, x |= φ U ψ iff there exists an i ≥ 0 such that M,Mi · x |= ψ and

for all 0 ≤ j < i, M,M j · x |= φ
M, x |= φ R ψ iff for all j ≥ 0, if for every i < j M,Mi · x 6|= φ then

M,M j · x |= ψ
.

A binary satisfaction relation |=, over tuples of a Markov chain and an LTL formula is
define as follows:

X |= ψ iff for all initial pmf x(0), M, x(0) |= ψ,

where M is the Markov matrix of X. The model checking problem to find out whether
a given tuple (X, ψ) is in the binary relation |= above.



3.3 Example

We give a simple example of a send/ack protocol to illustrate the notation. The protocol
is represented by a state transition diagram where the transition labels are probabilities
and the labels of the state include the reward (energy consumption in this example) in
that state.
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E = [10 2 1 0 0] ·
(

∑T
t=0 Mt

)

· x(0)

Fig. 1. A simple send/ack protocol (left) and its Markov matrix (M) and expected energy con-
sumption (E) during the interval 0 and T (right).

The LHS of Figure 1 shows a simple send/ack network protocol. In this protocol, a
sender sends a packet and a receiver, on receiving the packet, replies an ack. If the sender
does not receive the ack during a certain period of time it sends the packet again. The
states s, ra, rX, XX and d represent ‘sent’, ‘received and acknowledged’, ‘received
but not acknowledged’, ‘not received’ and ‘done’. The Markov matrix of this process
and the expected energy consumption during the interval 0 and T with initial pmf x(0)
are on the RHS of Figure 1. Because the reward vector [10 2 1 0 0] is orthogonal to the
steady state pmf vector [0 0 0 0 1], the expected energy consumption is bounded even
if T is infinite.

4 Model Checking

Let sX(x(0)) be a string whose alphabet is Σ = 2AP and its ith alphabet is {ineq ∈ AP :
ineq(Mi ·x(0))}where X is a DTMC, x(0) is an initial pmf and AP is a set of inequalities.
Let LX ⊆ Σ∗ be a set of strings sX(x(0)) for all x(0). Then our model checker checks
whether LX ⊆ Lψ where Lψ is a language accepted by the Büchi automata built from
an LTL formula ψ. More specifically, for a given specification ψ, it checks whether any
sX ∈ LX is in L¬ψ.

Our model checking algorithm has two steps. First, we build a Büchi automaton for
the negated normal form of a given LTL specificationψ using the expand algorithm [18].
Second, we check the feasibility of the initial pmf x(0) against the set of inequalities
collected along finite paths obtained from the automaton. From the set of inequalities, if



there is a feasible solution, then a counterexample that does not satisfy the specification
ψ is found. Otherwise, the DTMC X satisfies the given specification. Note that given
the linear inequalities of an LTL formula ψ and a Markov matrix M, we can compute
an upper bound N on the number of time steps after which the atomic propositions of ψ
become constant. The following section derives the upper bound.

4.1 Computation of Search Depth

Since we consider only Markov matrices M that are diagonalizable and whose eigen-
values have absolute values strictly less than 1 (except for λ1 = 1), there is a stationary
final pmf x(∞). That is, x(∞) = S ·Λ∞ ·S−1 ·x(0) = ζ1/

∑n
i=1 ζ

1
i , where S = [ζ1, . . . , ζn],

ζ i is the eigenvector corresponding to λi, Λ is a diagonal matrix whose diagonal is
[λ1, . . . λn] [11]. Furthermore, since x(t) is a pmf, 0 ≤ xi(t) ≤ 1 for all t. This constraint
on the initial pmf and the existence of the final stationary pmf leads to bounding func-
tions within which left-hand side of the inequalities, a · x(t) < b, will remain for t ≥ 0.
So, for the set of inequalities of a given LTL specification, there is a number N after
which the truth values of the inequalities become constant for every initial pmf x(0).
This guarantees the termination of the model checking procedure.

Theorem 1. Let M ∈ [0, 1]n×n be a Markov matrix which is diagonalizable with eigen-
values |λi| < 1 for i = 2 . . .n and λ1 = 1, and let x(t) ∈ [0, 1]n×1 be the pmf at t
transited by M. Then for all inequalities

∑n
j=1 ai j · x j(t) < bi of a given LTL formula ψ,

if
∑n

j=1 ai j · x j(∞) , bi then there is an integer N such that for any integer N ′ ≥ N,

Σn
j=1ai j · x j(N′) < bi iff Σn

j=1ai j · x j(N) < bi.

Proof. For an inequality
∑n

i=1 ai · xi(t) < b, let a be the row vector [a1, . . . , an] and let
b∞ be the inner product of a and the final pmf of M such that b∞ = a ·M∞ · x(0) where
x(0) is any initial pmf. From both sides of the inequality at step t, a ·x(t) < b we subtract
the equality a · x(∞) = b∞. Thus

a · (Mt · x(0) − x(∞)) < b − b∞.

Since the left hand side of the inequality tends to 0 as t → ∞ and b , b∞, for a given
x(0) there is a bound n′ after which the truth value of the inequality becomes a constant
(true if b∞ < b, false otherwise).

Now, we show that for all initial pmf x(0) there is a bound N after which the inequal-
ity become a constant. The bound N can be a value of t such that |a ·(Mt ·x(0)−x(∞))| <
|b − b∞| even though this bound may not be minimal. The fact that x(0) is a pmf
(0 ≤ xi(0) ≤ 1) leads to a monotonically decreasing function which is larger than
the left side of the previous inequality regardless the choice of x(0).

∣

∣

∣a ·
(

Mt · x(0) − x(∞)
)

∣

∣

∣ =

∣

∣

∣

∣
a ·
(

S · Λt · S−1 · x(0) − x(∞)
)

∣

∣

∣

∣

=

∣

∣

∣

∣

∑n
i=2 ci · λ

t
i ·
∑n

j=1 S −1
i j · x j(0)

∣

∣

∣

∣

≤
∑n

i=2 |ci| · |λi|
t ·
∑n

j=1 |S
−1
i j | · x j(0)

≤
∑n

i=2 |ci| · |λi|
t ·
∑n

j=1 |S
−1
i j | · 1,



where M = S ·Λ ·S−1,Λ is the diagonal matrix of eigenvalues λi and S is the eigenvector
matrix [ζ1, ζ2, . . . , ζn] and c = [c1, c2, . . . , cn] = a · S. Since

∑n
i=2 |ci| · |λi|

t ·
∑n

j=1 |S
−1
i j | is

a monotonically decreasing function of t which is larger than |a · (Mt · x(0)− x(∞))|, the
integer N is the maximum Ni of all inequalities in ψ such that Ni is the minimum t that
satisfies

∑n
i=2 |ci| · |λi|

t ·
∑n

j=1 |S
−1
i j | < |b − b∞|.

Given a DTMC X = (S ,M), an initial pmf x(0) and an LTL formula, because we can
compute the bound after which the truth value of the inequalities in the LTL formula
become constants, after a finite expansion of the LTL formula, we can evaluate it. Recall
that the ‘until’ and ‘release’ operators may be rewritten as

φ U ψ ≡ ψ ∧ (φ ∨ X (φ U ψ))
φ R ψ ≡ (φ ∧ ψ) ∨ (φ ∧ X (φ R ψ)).

However, because iLTL uses a Büchi automaton for a given LTL formula, we do not
explicitly expand the formula as above.

4.2 Model checking as feasibility checking

In order to check the model X against a specification ψ, we first build a Labeled Gen-
eralized Büchi Automata (LGBA) by the expansion algorithm in [18]. The LGBA is a
6-tupleA = (S ,R, S 0, F,D, L) where S is a set of states, R ⊆ S × S is a transition rela-
tion, S 0 ⊂ S is a set of initial states, F ∈ 22S

is a set of sets of final states, D is a set of
inequalities and L : S → 2D is a labeling function that returns a set of inequalities that
a state should satisfy. Note that ¬(a · x < b) is converted to the inequality −a · x < −b
while finding the negation normal form of ψ.

We call a (possibly infinite) sequence of states q = q0q1 · · · qω a sequence of A if
(qi, qi+1) ∈ R for i ≥ 0. For each final set Fi ∈ F, if some elements of the set appear
infinitely often in q then we call q an accepting sequence ofA. A sequence q ofA is an
execution ofA if q0 ∈ S 0. We say that a sequence q of A accepts a pmf x(t) if x(t + τ)
satisfies all inequalities of L(qτ) for τ ≥ 0. An LGBA A accepts a pmf x(0) if there is
an accepting execution ofA that accepts x(0).

Let F′ = {qi : an accepting sequence of A (q1, . . . , qi, . . . , qk)∗ accepts the pmf
x(∞)} where q∗ means an infinite concatenation of q. And, let F+ = {qi : a sequence
of A q1, . . . , qi, . . . , qk accepts the pmf x(∞), and qk ∈ F′}. Note that any state in F+

is reachable to an accepting sequence of A. So, we check only those search paths of
length N that ends with a state in F+.

Theorem 2. Let A be an LGBA (S ,R, S 0, F,D, L) for a specification ψ, let M be the
Markov matrix of X and let a set of inequalities I(q) for an execution q be I(q) =
{a ·Mi · x < b : a · x < b ∈ L(qi), i ∈ [0,N]} where the N is the bound computed in
theorem 1.

A pmf x(0) is accepted by A iff there is an execution q = q0q1 · · · qω of A with
qN ∈ F+ and x(0) is a feasible point of I(q).



Proof. →: SinceA accepts x(0) there is an accepting execution q ofA that accepts x(0).
That is, x(t) satisfies all inequalities in L(qt) for t ≥ 0. Since a·x(t) < b ≡ a·Mt ·x(0) < b,
x(0) is a feasible point of I(q)

Let qN be the suffix of q after first N elements. Since qN is an accepting sequence
of A with infinite length over a finite set of states, there is a loop in the sequence that
includes at least one elements of Fi for all Fi ∈ F. Since some states of the loop are in
F′, and since qN is reachable to that states qN ∈ F+.
←: Since x(0) satisfies all inequalities of I(q), q accepts x(0) and since qN ∈ F+, q

is an accepting execution ofA. Hence,A accepts x(0).

Since A accepts exactly those executions that satisfy ψ [18] if there is a feasible so-
lution for I(q) of an execution q of A with qn ∈ F+ then M, x(0) |= ψ. Hence, x(0)
is a counterexample of the specification ¬ψ the original specification. The feasibility
can be checked by solving a linear programming problem with artificial variables [7].
Since we check the feasibility by linear programming we have a problem dealing with
inequality. For example ¬(a > b) will be translated as −a < −b instead of −a ≤ −b.
However, because we are dealing with continuous values, precise equality is not mean-
ingful. Instead, we can check properties such as, |a − b| < ε or |a − b| > ε.

Figure 2 shows a Büchi automaton for the negation of []a. Let us assume that ¬a
is true for the final pmf. Then all three states are in F+ = {{T }, {¬a}, {}} and after N
transitions the model checker will decide []a false. If ¬a is false for the final pmf
then the only state in F+ is the final state with an empty set of atomic propositions
(F+ = {{}}). So, if F+ is reachable by N transitions then []a is false, otherwise it is true.

{T}

{−a}

{}

Fig. 2. A B üchi automaton for an LTL formula ¬[]a

One difficulty in the DTMC model checking is the size of the initial pmf space.
Since x(0) ∈ [0, 1]n with

∑n
i=1 xi(0) = 1, we cannot build an automaton for the intersec-

tion of X and an LTL formula ψ as is done in [8]. Instead, we check the feasibility of the
initial distribution against the transformed inequalities (i.e., consider the inequalities as
linear constraints).

LetA be the Büchi automaton for an LTL formula ¬ψ and let N be the bound for a
DTMC X and the inequalities in ψ. Then the LTL DTMC model checking can be done



by a depth-first-search for a sequence q = q0q1 · · · qN of A with q0 ∈ S 0 and qN ∈ F+

and has a feasible solution x(0) for the set of inequalities I(q). Thus, X |= ψ iff there is
a such sequence q. If X 6|= ψ then x(0) is a counterexample.

Since we depth-first search the sequences, if infeasibility is found early in the search
tree by the set ∪k

i=0{a ·M
k−1 · x < b : a · x < b ∈ L(qi)} with a small k then we can skip

checking large sub-branches. One small but very efficient optimization is checking the
newly added inequalities with the feasible vector from the previous state before doing
the linear programming. In many cases we can skip the linear programming.

As an example of the model checking let us consider the the Büchi automaton of
Figure 2. Assume that N is 3 and ¬a is false by the final pmf x(∞). Then F+ is the states
labeled by {{¬a}, {}}. All paths of length 3 that end with the closure are:

(¬a, φ, φ), (T,¬a, φ), (T,T,¬a).

So the set of inequalities to check are (let ¬a is c · x < b):

{c · x < b}, {c ·M · x < b}, {c ·M2 · x < b}

If there is a feasible solution vector x(0) that satisfies any of the three sets of inequalities,
then x(0) is a counterexample that satisfies the negated specification ¬[]a. That is, the
initial pmf x(0) violates the specification []a.

5 iLTLChecker: a Markov Chain Model Checker

The syntax of iLTLChecker is straight forward; it has two main blocks: corresponding to
the model and to the specification. We input the states of a DTMC and its Markov tran-
sition matrix in the model block. In the specification block, we write optional inequality
definitions followed by an iLTL formula. Figure 3 shows a snapshot of the execution of
iLTLChecker. It is available from the web site http://osl.cs.uiuc.edu/∼ykwon4.

5.1 Example: an M/M/1 queueing system

Consider a queuing system of Figure 4. It is an M/M/1 queueing system [12] with capac-
ity 5, arrival rate λ = 60/sec and service rate µ = 70/sec. To simplify the discretization
process, we over-sample the system (1000 sample/sec) and assume that on each sample
a single new job arrives or a single job is finished with the probability of 0.06 (λ) and
0.07 (µ) each. If a new job arrives when the queue is full, it will be dropped.

Let q = ({q0, q1, q2, q3, q4, q5},M) be the DTMC for the queueing system. Each state
of q represents the number of jobs in the queue. The Markov transition matrix M can
be obtained from the following probability equations:

P{q(t + 1) = qi} = λ · P{q(t) = qi−1} + µ · P{q(t) = qi+1}

+(1 − λ − µ) · P{q(t) = qi} where i ∈ {1, . . . , 4}
P{q(t + 1) = q0} = µ · P{q(t) = q1} + (1 − µ) · P{q(t) = q0}

P{q(t + 1) = q5} = λ · P{q(t) = q4} + (1 − λ) · P{q(t) = q5}.

The steady state pmf vector of q is [ 0.24 0.20 0.17 0.15 0.13 0.11 ] and the expected
number of jobs in the queue at the steady state is 2.0569.

Our model checker description for the system is as follows:



,

Fig. 3. iLTLChecker: a snapshot of an execution of iLTLChecker.

,

=60/sec
µ=70/sec

λ

Fig. 4. A queueing system example: M/M/1 queue with capacity 5, λ = 60/sec and µ = 70/sec.

model:

Markov chain q

has states :

{ q0, q1, q2, q3, q4, q5},

transits by :

[ .94, .07, .00, .00, .00, .00;

.06, .87, .07, .00, .00, .00;

.00, .06, .87, .07, .00, .00;

.00, .00, .06, .87, .07, .00;

.00, .00, .00, .06, .87, .07;

.00, .00, .00, .00, .06, .93 ]

specification:

a : P{q=q4} + 0.7 < P{q=q5},

b : P{q=q3} + 0.1 < P{q=q4},

c : P{q=q2} + 0.1 < P{q=q3},

d : 1*P{q=q1} + 2*P{q=q2} + 3*P{q=q3}

+ 4*P{q=q4} + 5*P{q=q5} < 2.057,

e : 1*P{q=q1} + 2*P{q=q2} + 3*P{q=q3}

+ 4*P{q=q4} + 5*P{q=q5} < 2.056

a -> <> b



The model block of the checker defines the DTMC for the diagram: the states and
the Markov transition matrix. The ‘has states’ block specifies an ordered set of the
states of the Markov process q. The ‘transits by’ block defines the Markov matrix
that governs the transitions of the pmf of q. The rows and columns are ordered according
to the order of the state set defined previously. That is, the (i, j)th element of the matrix
mi j is the probability P[q(t + 1) = si|q(t) = s j].

The first part of the specification block contains optional inequality definitions.
The time index of the random variable is omitted from the inequalities for convenience.
The second part of the specification block is an LTL formula against which the
model will be checked. Its atomic propositions are either T, F or the inequalities defined
previously.

The LTL formula a-><>b checks whether once P{q = q5} is at least 0.7 larger than
P{q = q4} then eventually P{q = q4} will be at least 0.1 larger than P{q = q3}. The
following is the result of the model checking.

Depth: 138

Result: T

The depth value 138 is the search depth. Since the depth appears before the actual
model checking algorithm begins, a user can abort the model checking and adjust the
specification if the bound is too large. The result of the model checking is true meaning
the DTMC q satisfies the formula a-><>b.

Again we checked the formula a-><>c. The formula checks a similar condition
with the previous example except q4 is replaced by q3 and q3 is replaced by q2. The
model checking result is:

Depth: 95

Result: F

counterexample: [ 0.30 0.00 0.00 0.00 0.00 0.70 ]

The checker disproves the property by providing a counterexample above. Figure 5
shows the probability transitions. It shows that once the inequality a is satisfied, P{q =
q3} is never larger than P{q = q2} by 0.1.

Finally, the specification <>[](d /\ ˜e) checks whether the expected number of
entities in the queue at the steady state is in between 2.057 and 2.056. Since the com-
puted value of it is 2.0569, the checker should return true. However, the required depth
to check the specification is 630 and it cannot be checked easily because the num-
ber of paths to be searched is exponential in N. In this example, the early checking
strategy does not prune many branches. As a result the checking did not finish in 10
minutes with a 1.2GHz Pentium III machine. However, since the eigenvalues of the
Markov matrix are { 1.0,0.98,0.93,0.87,0.80,0.76 } the Markov process has a unique
steady state pmf. So, for the purpose of steady state expected queue length, we can
check <>[]˜(d /\ ˜e) instead of <>[](d /\ ˜e). The result is as follows:

Depth: 630

Result: F

counterexample: [ 0.13 0.21 0.12 0.53 0.00 0.00 ]
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Since there is a steady state expected value and the expected value is not outside of
the interval (2.057,2.056), it must be in the interval. Figure 6 shows how the expected
value changes from the initial pmf of the counterexample. The value always eventually
remains in the interval. So the model does not satisfy the specification, and we can infer
that the steady state expected value will remain in the interval.

6 Conclusions

We have developed an LTL model checking algorithm for discrete time Markov chain
models. To specify the temporal behavior of Markov chains, we add linear inequalities
about pmf vectors to the atomic propositions of LTL. Such inequalities combined with
logical connectives are expressive enough to specify temporal behavior of a Markov re-
ward model. Since the future rewards are expressed in terms of initial pmfs, we can use
an interval estimate of the current pmf in the specification. For example, an expected
energy consumption of a network protocol given current pmf about states can be speci-
fied and checked. Given a Markov transition matrix, we can find a monotonic bounding
function within which the pmf must remain. With the bounding function, we can find a
time bound after which the inequalities become constant. Hence the model checking is
guaranteed to terminate.

In a practical system like wireless sensor network (WSN), modeling states of the
network as they are will encounter a state-explosion problem. For example, a WSN of
100 nodes modeled as queueing systems of capacity 10 has 10100 states which cannot
be represented directly. For this matter, state lumping techniques and space efficient
structures like MDD (multi-valued decision diagram) are introduced [3]. There also is
a probabilistic simulation based approach for this problem [6]. As a future work for
verifying large scale system, we are looking for these directions.

Although model checking is expensive, some preliminary experiments with a tool
based on our model checker suggests that it may be useful for a number of practical
examples. Recall that the model checker does a depth-search for a counterexample over
the executions of the Buchi automata of the specification. A bound for the length of
executions is found; this bound is a function of the Markov matrix M and the inequal-
ities used in the specification. The time complexity of our algorithm is O((maximum
out degree of the nodes in Büchi automaton)N). However, in practice the model checker
skips many branches of the search tree by checking the feasibility early in the path. We
are planning to introduce the partial order reduction technique used in the SPIN model
checker which can reduce the search space substantially [9].

We describe a queueing system and model check several properties for this sys-
tem as a way to illustrate the usefulness of our model checking tool. We are currently
carrying out further work on the tool and applying it to other applications.
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