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Abstract We give a brief overview of the functionality and
implementation of a statistical model-checking and analy-
sis toolVESTA.

1. Overview of VESTA
VESTA is a tool for statistical analysis of probabilis-

tic systems. It supports statistical model-checking [6, 7]
and statistical evaluation of expected values of temporal
expressions. For model-checking VESTA uses a sequence
of inter-related statistical hypothesis testing to check if a
property specified in probabilistic computation tree logic
(PCTL) [3] or continuous stochastic logic (CSL) is satis-
fied by a stochastic model. Furthermore, VESTA supports
the statistical computation of expected values of expres-
sions written in a query language calledQuantitative Tem-
poral Expressions(or QUATEX in short). We next describe
the various components of the tool.

Models The analysis algorithms of VESTA are indepen-
dent of the modelling language for probabilistic systems.
VESTA only assumes that it can perform discrete-event
simulation of the input probabilistic model. It also assumes
that the probability measure associated with the paths of the
model is fixed. VESTA allows to plug-in any probabilis-
tic modelling language provided that we provide a discrete-
event simulator for the modelling language by implement-
ing the following three interface methods:

1. State initialState() : returns the initial state
of the model,

2. State nextState(State current) : com-
putes a next state of the model from thecurrent
state using discrete-event simulation and returns the
computed state,

3. State duplicate(State current) : dupli-
cates the current state and returns it.

VESTA currently provides interfaces for two modelling
languages:

1. a language to specify discrete-time and continuous-
time Markov chains. The syntax of this language is
closely related to that in PRISM [5], and

2. PMaude, a executable algebraic specification lan-
guage which allows to describe models in probabilis-
tic rewrite theories [4].

Interfaces for other modelling languages can be incorpo-
rated by implementing the above three interface methods
for the language.

Statistical Model Checking VESTA supports statistical
model-checking algorithms for the transient part of prob-
abilistic computation tree logic (PCTL) and continuous
stochastic logic (CSL). Some example of properties that can
expressed using these logics are as follows:

• P≤0.05[♦ full ] : probability that a message queue even-
tually becomes full is less than or equal to 0.05.

• reboot⇒ P≥0.9[¬drop U≤5recover] : if a message
processing server is rebooted then the probability that
it recovers within 5 minutes without dropping any mes-
sage is greater than or equal to 0.9.

The model-checking algorithmA of VESTA takes as in-
put a probabilistic modelM, a formulaφ in CSL or PCTL,
error boundsα∗ and β∗, and three other parametersδ1,
δ2, andps. The result of model checking on these parame-
ters, denoted byAδ1,δ2,ps(M, φ, α∗, β∗), can be eithertrue
or false. The algorithm provides the following correctness
guarantees.

If the modelM satisfies the following conditions

C1: For every subformula of the formP≥pψ in the formulaφ and
for every states in M, the probability that a path froms sat-
isfiesψ must not lie in the range[ p−δ1−α∗

1−α∗
, p+δ1

1−β∗
];

C2: For any subformula of the formφ1 U φ2 and for every state
s in M, the probability that a path froms satisfiesφ1 U φ2

must not lie in the range(0, δ2
(1−ps)N ], whereN is the num-

ber of states in the modelM.

Then the algorithm provides the following guarantees

Prob[Aδ1,δ2,ps(M, φ, α∗, β∗) = true | M 6|= φ] ≤ α∗

Prob[Aδ1,δ2,ps(M, φ, α∗, β∗) = false| M |= φ] ≤ β∗

Condition C1 requires that the model be such that for any
subformulaP≥pψ, the probability ofψ being satisfied at a
state be bounded away fromp. Condition C2 requires that
either an until formula does not hold in a state or it holds
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Figure 1. VESTA Screenshot

with some probability that is bounded away from0. Under
such circumstances, we guarantee that the probability of er-
ror ofA is within the required bounds.

VESTA performs statistical model-checking by invok-
ing a series of inter-dependent statistical hypothesis testing.
The details of the algorithm can be found in [6].

Quantitative Temporal Expressions To gain more insight
into a probabilistic model, we realized that model-checking
is not sufficient. For example, we wanted to know the ex-
pected number of clients that get connected to a server in
the presence of SYN flood attack. Therefore, in addition
to model-checking, VESTA supports statistical evaluation
of expected value of expressions written in a query lan-
guage calledQuantitative Temporal Expressions(or QUA-
TEX in short). The language is mainly motivated by proba-
bilistic computation tree logic (PCTL), the query language
of PRISM [5], and EAGLE [2]. In QUATEX, one can eas-
ily query about expected time, expected power consump-
tion, expected queue size etc. Some example queries that
can be encoded are as follows:

1. Out of 100 clients, what is the expected number of
clients that successfully connect to a server under DoS
attack?

2. What is the probability that a client connected to a
server within 10 seconds after it initiated the connec-
tion request?

The expected value of a QUATEX expression is statisti-
cally evaluated with respect to two parametersα andδ pro-
vided as input. Specifically, we compute the expected value
iteratively by sampling until the size of(1−α)100% confi-
dence interval for the expected value gets bounded byδ. A
detailed discussion of the QUATEX is provided in [1].
2. Implementation Overview

We have implemented VESTA in Java 1.5.
The tool is available for download fromhttp:
//osl.cs.uiuc.edu/∼ksen/vesta2/). VESTA

can be used in two modes: command-line mode and graph-
ical mode. Furthermore, VESTA can be executed in two
modes: single-threaded mode and multithreaded mode. The
single threaded mode is suitable for a single processor ma-
chine; the multithreaded mode allows us to parallelize the
computation by distributing the task of sample genera-
tion to different threads.

We have successfully used VESTA to analyze several
DTMC (discrete-time Markov chains), CTMC (continuous-
time Markov chains), and probabilistic rewrite theory mod-
els. The details of these case studies can be found in [6, 1].
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